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CHAPTER 1
Introduction to EKS

Introduction

In today’s rapidly evolving digital landscape, organizations are increasingly
adopting cloud-native technologies to build scalable, resilient, and highly
available applications. At the forefront of this transformation is Amazon
Elastic Kubernetes Service (EKS) - a managed Kubernetes service that has
become instrumental in modernizing application deployment and
management.

This chapter lays the foundation for understanding cloud-native architecture
and its implementation using AWS EKS. We will further explore the
fundamental concepts of Kubernetes orchestration, examining how EKS
simplifies the complex task of managing containerized applications at scale.
Through a comprehensive overview of cloud-native principles, you will
learn why organizations are embracing this architectural approach, and how
it enables faster innovation and improved operational efficiency.

As we delve into microservices architecture patterns, you will discover how
breaking down monolithic applications into smaller, independently
deployable services can enhance development agility and system reliability.
This chapter serves as your gateway to understanding the symbiotic
relationship between EKS, Kubernetes, and Cloud-native principles, setting
the stage for more advanced topics in subsequent chapters.

So, whether you are a developer, architect, or operations professional, this
introduction will equip you with the essential knowledge needed to begin
your journey into cloud-native application development with AWS EKS.

Structure
In this chapter, we will discuss the following topics:

o AWS EKS Overview




e Kubernetes Fundamentals
e Cloud-Native Principles in AWS
e Microservices Architecture Patterns

AWS EKS Overview

Amazon Elastic Kubernetes Service (EKS) stands as AWS’s fully managed
Kubernetes service, designed to streamline the deployment, management,
and scaling of containerized applications. As a certified Kubernetes
conformant platform, EKS maintains complete compatibility with the
existing Kubernetes tooling and applications, while removing the operational
burden of managing the Kubernetes control plane.

In the evolving landscape of container orchestration, Amazon EKS
distinguishes itself through a comprehensive set of features that address the
complex challenges of running Kubernetes at scale. By combining AWS’s
infrastructure reliability with Kubernetes’ orchestration capabilities, EKS
delivers a platform that significantly reduces operational overhead while
enhancing application reliability and scalability. The service’s key features
extend beyond basic container management, offering organizations the tools
and capabilities needed to build and maintain production-grade containerized
applications efficiently. Figure 1.1 provides AWS EKS overview and its core
components.



VPC CNI
Networking ——| PrivateLink
Service Mesh

Amazon EBS

Storage Classes ——| Amazon EFS
Amazon S3

Control Plane | Managed Platform

\—. 1AM
Isolati
Security I VPC Isclation

Security Groups
CloudTrail Audit

Load Balancers
Container Registry
CloudWatch
Auto Scaling

AWS Integration =

Figure 1.1: AWS EKS Overview

Managed Control Plane

At the heart of EKS lies its managed control plane, which automatically
handles scaling and ensures high availability by operating across multiple
AWS Availability Zones. The service manages version upgrades, security
patching, and the complex task of maintaining the Kubernetes master
components. This automated management significantly reduces the
operational overhead traditionally associated with running Kubernetes
clusters.

EKS Storage Options

Amazon EKS provides comprehensive storage solutions through integration
with various AWS storage services and Kubernetes storage primitives. Here




is a detailed breakdown of storage options:

e Persistent Storage with Amazon EBS: Amazon Elastic Block Store
serves as the default storage class for EKS, providing block-level
storage volumes with dynamic provisioning through the CSI driver.
EBS offers different volume types, including gp3, io2, and stl, each
optimized for specific performance requirements. The service enables
snapshot and backup capabilities, ensuring data persistence and
protection for stateful applications.

e Shared File Storage with Amazon EFS: Amazon Elastic File System
delivers managed NFS file system capabilities, enabling shared storage
across multiple pods with ReadWriteMany access mode support. EFS
provides automatic scaling and lifecycle management, making it ideal
for shared content repositories and stateful workloads requiring
concurrent access from multiple sources.

e Object Storage with Amazon S3: Amazon Simple Storage Service
integration through CSI driver offers object storage capabilities,
suitable for large-scale data storage requirements. S3 provides cost-
effective storage for infrequently accessed data, with support for
versioning and lifecycle policies, enabling efficient management of
long-term data storage needs.

e Storage Classes and Features: Dynamic provisioning capabilities
enable automated volume creation and attachment, with customizable
storage class specifications and parameters. The platform supports
volume expansion and provides comprehensive data persistence
through PersistentVolumes (PV) and PersistentVolumeClaims (PVC),
along with storage quotas and volume snapshot functionality.

Performance optimization requires careful selection of storage classes based
on workload requirements, considering IOPS needs, and implementing
proper monitoring of storage metrics. Cost management involves choosing
appropriate volume types, implementing storage quotas, and enabling auto-
scaling where beneficial. Security measures include encryption at rest, [AM
roles for service accounts, network policies, and access control through
RBAC.

This comprehensive storage framework enables organizations to implement
the right storage solution for their specific workload requirements, while



maintaining security, performance, and cost efficiency.

Security and Compliance

Amazon EKS implements enterprise-grade security through a
comprehensive, multi-layered architecture seamlessly integrated with AWS’s
security infrastructure. The service leverages AWS Identity and Access
Management (IAM) for fine-grained access control, and deploys encrypted
TLS communication channels between all cluster components. Meeting
major compliance standards like SOC, PCI DSS, and HIPAA BAA, EKS
ensures regulatory adherence across industries while providing robust
security across network, data, and container layers. The platform’s security
framework encompasses VPC isolation, automated security patching, pod
security policies, and ECR vulnerability scanning, complemented by
CloudTrail audit logging and AWS Config compliance monitoring. These
capabilities, along with native IAM integration, Security Group policies,
encrypted worker node communications, and systematic security updates,
establish a secure and compliant foundation for containerized workloads,
while minimizing operational overhead in security maintenance.

Integration with AWS Services

Amazon EKS provides deep integration with the broader AWS ecosystem,
creating a cohesive platform for container orchestration and management.
The service seamlessly connects with AWS Application and Network Load
Balancers to efficiently distribute traffic across containerized applications,
while leveraging Amazon Container Registry (ECR) for secure, scalable
container image storage and management. Through native CloudWatch
integration, EKS delivers comprehensive monitoring and logging
capabilities, enabling detailed insights into cluster performance and
application behavior. The platform’s compatibility with AWS Auto Scaling
enables dynamic resource management, automatically adjusting cluster
capacity to meet changing workload demands, ensuring optimal performance
and cost efficiency across deployments.

Networking Options




Amazon EKS offers a flexible and robust networking foundation through the
Amazon VPC Container Network Interface (CNI), delivering native AWS
networking capabilities that seamlessly integrate with existing infrastructure.
The platform supports sophisticated networking architectures, including
private cluster deployments and custom networking configurations to meet
specific organizational requirements. Enhanced security and controlled
access are achieved through AWS PrivateLink integration, enabling private
communication between services without traversing the public internet. This
comprehensive networking framework extends to support various service
mesh solutions, allowing organizations to implement advanced traffic
management, security policies, and observability across their microservices
architectures.

EKS Deployment Models

Amazon EKS offers a spectrum of deployment options, each designed to
address different organizational needs, technical requirements, and
operational preferences. These deployment models range from fully
managed, hands-off approaches to highly customizable configurations,
enabling organizations to select the perfect balance between control and
convenience. Whether prioritizing operational simplicity through Managed
Node Groups, embracing serverless architecture with Fargate, or maintaining
complete infrastructure control via self-managed nodes, EKS provides the
flexibility to align infrastructure management with business objectives and
team capabilities. Let us explore these three distinct deployment models that
cater to different operational requirements and management preferences:

e Managed Node Groups: Amazon EKS Managed Node Groups
streamlines cluster administration by automating the provisioning and
lifecycle management of worker nodes, significantly reducing
operational complexity in Kubernetes deployments. The service offers
flexible compute options through support for both on-demand and spot
instances, enabling cost-effective resource allocation, while
maintaining workload reliability. Through automatic node updates and
replacement capabilities, EKS ensures cluster nodes remain current
with security patches and version updates without manual intervention.
These capabilities are complemented by built-in node scaling features
that dynamically adjust cluster capacity based on workload demands,



delivering an efficient and automated approach to Kubernetes
infrastructure management.

Managed Node Groups are ideal for organizations seeking a balance
between control and automation in their Kubernetes infrastructure. This
model serves teams that want to minimize operational overhead, while
maintaining flexibility in instance management. It suits environments
requiring both spot and on-demand instances, with standard
infrastructure requirements and needs for automated scaling and
updates. The cost structure includes EC2 instances plus EKS control
plane charges, while offering medium-to-low operational effort,
moderate learning curve, medium customization capabilities, and low
maintenance overhead.

AMI Lifecycle Changes: EKS managed node groups now provide
enhanced AMI lifecycle management capabilities. These changes
streamline how custom AMIs are handled and maintained within node
groups. Administrators can define AMI refresh schedules, enabling
automatic updates of node AMIs based on security patches and version
updates. The system supports both EKS-optimized AMIs and custom
AMIs, with improved controls for AMI validation and rollback
procedures. This enhancement reduces operational overhead, while
maintaining security compliance through systematic AMI updates and
management.

EKS Auto Mode: EKS Auto Mode is an enhanced feature of Managed
Node Groups that further simplifies cluster management. It
automatically handles the entire lifecycle of nodes, including
provisioning, scaling, and updates, based on workload demands. This
mode eliminates manual intervention in node management tasks,
offering a hands-off approach to cluster operations.

Auto Mode continuously optimizes capacity by adjusting node count
and instance types for optimal resource utilization and cost-efficiency.
It provides intelligent scaling based on pod resource requirements and
manages node updates automatically, minimizing disruption to
workloads. The system can leverage a mix of instance types and
manage both Spot and On-Demand instances to balance performance,
cost, and reliability.



This feature is ideal for organizations seeking to minimize operational
overhead and focus on application development, rather than
infrastructure management.

Fargate Profile: Amazon EKS Fargate represents a serverless
computing solution that abstracts away the complexities of node
management, allowing organizations to run Kubernetes pods without
managing the underlying infrastructure. This profile implements a pay-
per-pod pricing model that precisely aligns costs with actual resource
consumption, eliminating the need to pay for unused capacity. Through
automatic resource provisioning, Fargate dynamically allocates
compute resources, based on pod requirements, ensuring optimal
performance while maintaining efficiency. Thus, by removing the
operational overhead of node management, including patching, scaling,
and capacity planning, Fargate enables teams to focus solely on
application development and deployment, significantly simplifying
Kubernetes operations.

Fargate Profile is optimized for organizations prioritizing operational
simplicity and minimal infrastructure management. This serverless
model excels in environments with variable workloads requiring
precise scaling, and organizations focused primarily on application
development rather than infrastructure management. It particularly
benefits teams needing strict workload isolation for compliance
requirements. The pricing follows a pay-per-pod model, offering
minimal operational effort, low learning curve, and virtually, no
maintenance overhead, though with limited customization options.

Self-Managed Nodes: Amazon EKS self-managed nodes provide
organizations with complete control over their Kubernetes
infrastructure, enabling granular customization of node configurations
to meet specific workload requirements. This deployment model
supports the use of custom Amazon Machine Images (AMIs), allowing
teams to precisely tailor the operating system environment and pre-
installed software packages for their applications. Organizations gain
full flexibility in selecting instance types, enabling optimal price-
performance ratios for diverse workload characteristics. While this
approach requires manual node lifecycle management, including
updates, scaling, and maintenance, it offers the highest degree of



customization and control for teams that require specific infrastructure
configurations, or have unique compliance requirements.

Self-Managed Nodes cater to organizations requiring extensive control
and customization of their Kubernetes infrastructure. This model is
particularly valuable for teams with specific compliance requirements,
needs for specialized instance types, or unique configuration demands.
It best serves organizations with the existing infrastructure expertise
and resources for hands-on management. While offering maximum
customization flexibility, it involves higher operational effort, a steeper
learning curve, and significant maintenance overhead, with costs

covering EC2 instances and the EKS control plane.

Figure 1.2 explains various deployment models:
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Figure 1.2: EKS Deployment Models

The following decision factors matrix helps organizations make informed
decisions based on their specific requirements, resources, and operational
capabilities. The choice often depends on finding the right balance between
control, operational overhead, and customization needs.

Decision Factor Managed Node Fargate Profile Self-Managed Nodes
Groups
Control Medium Low High
Operation Overhead | Low Minimal High
Cost Predictability Medium High Variable
Scaling Complexity Low Minimal High
Customization Medium Low High




Maintenance Effort Low Minimal High
Time to Deploy Fast Fastest Slow
Learning Curve Moderate Low Steep

Table 1.1: EKS Deployment Models

Node Group Update Strategies

Node group update strategies in Amazon EKS are essential mechanisms
designed to maintain and upgrade worker nodes, while ensuring cluster
stability and application availability. These strategies provide systematic
approaches to handle various update scenarios, from routine maintenance to

critical security patches, while minimizing disruption

applications.

* Rolling Update Strategy: The most common approach is the Rolling
Update strategy, which serves as the default method for updating nodes
in EKS. This strategy updates nodes one at a time, ensuring that the
cluster maintains its capacity throughout the update process. During a
rolling update, new nodes are created with updated configurations,
while the existing nodes are cordoned and drained before being
terminated. This methodical approach helps maintain service
availability, and reduces the risk of application downtime.

EKS also offers flexibility in update configurations through parameters
like maxUnavailable and maxUnavailablePercentage. These settings
allow organizations to control the pace of updates by specifying either
the number of nodes or the percentage of nodes that can be unavailable
during the update process. For instance, setting maxUnavailable to 1
ensures minimal disruption, while using maxUnavailablePercentage
provides more flexibility for larger clusters.

Force Update Strategy: For scenarios requiring immediate updates
such as critical security patches, the Force Update Strategy can be
employed. While this approach does not guarantee workload stability, it
ensures quick application of the necessary changes. However, this
strategy should be used cautiously as it may cause temporary service
disruptions. Organizations typically reserve this option for emergency
situations where the security risk outweighs the potential for brief
service interruptions.
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