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CHAPTER 1

Understanding Cloud Computing,
Cloud-Native Applications Security
and Challenges

Introduction

Cloud Computing has fundamentally disrupted the whole IT Economy,
bringing significant changes and opportunities on a massive scale!

Before we delve into the arsenal of tools designed to fortify cloud security,
let us take a moment to revisit the fundamentals of cloud computing.

This chapter will cover all the basic concepts which are necessary to learn
about cloud computing. Remember that cloud computing is indeed a
methodology, rather than a single tool.

It is a suite which contains different types and models of cloud computing
platforms, various types of cloud service providers, different types of cloud
computing deployment models, most common cloud computing
characteristics, and many different types and categories of cloud computing
Services.

As you embark on this journey through my book, I hope you find the
insights and stories both enlightening and enjoyable. Each chapter is crafted
to provide valuable knowledge, and a fresh perspective on CNAPP, making
it a resource you will want to revisit time and again.

Structure

In this chapter, the following topics will be covered:

¢ Introduction to Cloud Computing
¢ Cloud Computing Deployment Models
e Cloud Computing Service Models



Cloud Computing Platforms Service Providers

Cloud Computing Characteristics

Enhanced Native Security Solutions in Cloud Computing

Categories of Services in Cloud Computing Platforms

Market Trends for Cloud Computing

Introduction to Cloud Computing

Welcome to Cloud Computing, a definitely new era of Computing. Believe
me, one of the only strong buzzes in the IT industry these days is something
known as “Cloud Computing”.

Cloud computing is a new methodology to manage day-to-day operations
and much more. It revolutionizes how we handle data, applications and IT
infrastructure by leveraging the power of the Internet which is now easily
available in every corner of the universe.

Along with the cloud computing demand rising day by day, the market has
indeed evolved to address the complexity of cloud computing security and
operations.

Look at this business report from “Gartner” emphasizing on the IT
landscape, shifting from traditional IT to Cloud Computing.
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Figure 1.1: Client—Server Model



Prior to engaging with cloud computing concepts like cloud computing
deployment models (public vs private cloud) and cloud computing service
models (IaaS, PaaS, and SaaS), it is imperative to possess a comprehensive
understanding of the prevalent concepts that define the contemporary cloud
computing landscape.

These are some of the concepts that are commonly used in today’s cloud
computing world. We will talk about:

e On-Premises Infrastructure
e Shared-Responsibility Model
e CapeX vs OpeX

Traditional On-Premises Infrastructure

You all are aware about this traditional concept known as On-Premises. This
has been the only service model available till the beginning and adoption of
cloud computing. On-Premises refers to all compute, storage, database,
networking resources, and other infrastructure located physically within an
organization’s physical boundaries, their own facilities, and buildings, rather
than hosted remotely.

Organizations need to purchase all the necessary and desired equipment
through the procurement processes which is operationally complex, and
time-sensitive too. There is a chance that the equipment will arrive on
schedule, but there is also a possibility, it might be delayed, which may
cause you loss. Organizations must also invest in physical spaces, buildings
with special needs for the purpose of data centers, and specialized rooms
with HVAC capabilities. Then you also need a pool of resources, which
means lots of people, for you to design the whole network, and to run this
network design securely and smoothly over the time. Believe me, this all is
challenging, and difficult.

Scalability, Agility and High Availability have always been difficult factors
in setting up on-premises infrastructure. It is very difficult to scale up, in
case there is a sudden spike, and current provisioned infrastructure runs out
of capacity. And the other side of the coin is also dangerous, which means
you also may pay extra for overprovisioning the infrastructure which is
never used/utilized at the expected level.



There are many other challenges in setting up the on-premises infrastructure
which is resolved by adapting some of the cloud computing service models
such as IaaS, PaaS, and SaaS.

Understanding Shared-Responsibility Model

Before you begin your journey as a cloud administrator, you must
understand the key concepts such as “cloud service providers” and “cloud
consumers”. Equally important is a thorough understanding of your
responsibilities as a cloud consumer, and what all you get as a service from
the cloud service provider. Remember, as an organization utilizing cloud
services accessible via the Internet, you are identified as a cloud consumer.

This foundational knowledge is indispensable for distinguishing between
different service models such as Infrastructure as a Service (IaaS), Platform
as a Service (PaaS), and Software as a Service (SaaS).

There exists a distinct delineation between your role as a cloud consumer,
and that of the cloud service provider, a boundary that is meticulously
outlined within the framework of the “shared responsibility model.”

The shared responsibility model stands as a pivotal tenet, elucidating the
demarcation of duties between the cloud consumer and the cloud service
provider.

CapEx versus OpEx

Think, why would you as an organization opt for cloud computing?

The pay-as-you-go model, which is actually an OpEx model, is indeed one
of the significant factors in the whole disruption strategy caused by cloud
computing. It is really important for you to enable yourself with these two
highly used terms in cloud computing. This understanding will help directly
manage your finance spent on IT Infrastructure procurement.

Most of you believe that cloud computing works on the OpeX model, but
remember that cloud computing operates at both CapEx and OpeX models
such as the “Public Cloud Computing Platform”™ operates at OpEx model,
while the “Private Cloud Computing Platform” operates at the CapEx
model.



You will not be able to understand these terms better wearing a hat of a
cloud engineer or analyst, you need to have some finance related knowledge,
and you will have to wear a hat of the “Cloud Finance Officer” or “Chief
Technology Officer” to understand these terms better.

CapEx
CapeX means Capital Expenditure. It simply means an upfront payment.

Capex was the only one of the heavily used payment methods for procuring
IT assets such as industrial buildings, data-centers, racks, servers, software
licenses, network and security equipment, as well as other IT assets before
Cloud Computing disrupted the whole IT economy.

With the Capex model, all the money is spent in one go to buy and procure
different types of IT assets. These are heavy and large investments which
provide benefits over a long period.

The private cloud deployment model leverages CapEx business expense
model.

OpeX

OpeX means operational expenditure. These are all day to day running
expenses required to effectively run a business.

Public cloud deployment model leverages OpeX business expense model.

Scalability and Flexibility in Cloud Economics

One of the most compelling advantages of cloud computing—especially
under the OpEx model—is its inherent scalability. Organizations can easily
upscale or downscale their IT resources based on real-time demand, without
being locked into long-term hardware investments.

This is particularly beneficial for startups and growing businesses which
often face unpredictable workloads and limited capital. Instead of investing
heavily in infrastructure they might not need immediately, they can start
small and expand month by month, aligning costs directly with usage.

This flexibility not only optimizes financial planning, but also accelerates
innovation and responsiveness.



Cloud Computing Deployment Models

Cloud Computing is a diverse set of tools and technologies. It is a suite of
tools and technologies. It is not just limited to one specific set of models,
rather it offers various deployment models that can be stitched as per an
organization’s individual and unique needs. It encompasses a varied
spectrum of tools and technologies.

The first thing to begin in understanding cloud computing is the “Cloud
Computing Deployment Models”. We ensure that we will share industry-
wide accepted and engaging use cases, and self-explanatory theories to make
the concept easy to digest.

Public Cloud

A Public Cloud platform is public which means that all the different types of
services offered such as Compute, Storage, Databases, Machine Learning
and Analytics services are public in nature, and provided over the
INTERNET by the cloud service provider. Remember that, being public, all
these services are exposed over to the INTERNET. It is available to
everyone, provided they have the correct authentication medium and valid
credentials.

It is important to understand that while public cloud platforms are
available to everyone (typically with a credit card and valid credentials),
this does not mean that the resources you deploy are automatically
exposed to the Internet.

The term “public” refers to the accessibility of the cloud infrastructure itself
—not the visibility of your applications or data.

As a cloud consumer, you are responsible for configuring access controls,
network security, and ensuring that only the necessary components are made
publicly accessible.

This is a key part of the Shared Responsibility Model, where the cloud
provider secures the infrastructure, and you are responsible for securing your
environment within it.

These are the most popular Public Cloud Service Providers worldwide:

1. Amazon Web Services (AWS)
2. Microsoft Azure



3. Google Cloud Platform
4. Alibaba Cloud

5. Oracle Cloud

6. IBM Cloud

These are some of the core and inherent benefits of adapting the public cloud
deployment model:

e Cost Efficiency: I would say this is one of the most ultimate benefits
of adapting to the public cloud computing platform. This has disrupted
the whole IT industry.

It offers a Pay-as-you-go pricing model in which you only pay for the
resources you have used and provisioned, avoiding the high upfront
cost of setting up traditional infrastructure. While the public cloud
offers a pay-as-you-go model, it is important to note that you typically
pay for the resources you provision, not just what you use.

For example, if you provision a high-performance server with 256GB
RAM and 128 CPUs, you are billed for that configuration—even if it is
underutilized. However, cloud platforms offer features like auto-scaling
which allow you to start with a smaller setup, and scale up only when
needed. This way, you pay more only when your resource usage
increases, making it a cost-effective strategy for dynamic workloads.

» Scalability: Scalability means an ability to efficiently and dynamically
adjust computing and other relevant resources such as disks, NIC cards,
and I[P addresses to meet the changing demands. Remember that
autoscaling capability can both increase and decrease as per the
demands. Autoscaling feature is available to cloud consumers as a
managed service, which means you do not need to worry about the
underlying infrastructure.

Scaling capabilities relies on (i) continuous health and performance
monitoring, and (i1) pre-defined threshold parameters to add or remove
additional resources, based on usage metrics of the CPU, memory,
hard-disk, and network traffic.

o Threshold Parameters: Threshold parameters are conditions
which can trigger the scaling actions.



o Vertical Scaling (Scaling Up/Down): It means upgrading and
degrading resources such as vCore, RAM, and Hard Disks into an
existing running virtual machine to handle the actual demand. If
the demand increases, then the virtual machine is scaled up, and
when the demand decreases then the virtual machine is scaled
down. Scale up means that now you need to pay extra for the
compute resources, and scale down means that you pay less. This
whole process is automated and triggered with the help of some
pre-configured threshold settings.

o Horizontal Scaling (Scaling Out/In): This means
adding/removing more similar configuration virtual machines into
an existing pool. For example, increasing more servers to meet the
sudden spike to the web application due to festival evening, and
then removing extra servers to meet the actual traffic. Here again,
you pay more, when more similar virtual machines are working in
the pool, and you pay less, when few virtual machines are running
in the pool. This whole process is automated and triggered with
the help of some pre-configured threshold settings.

Use case: The demand for Pizza increases during Christmas
worldwide, therefore, the backend infrastructure should be capable of
detecting these rise in demands, and accordingly scale up or scale out,
and then automatically scale down and scale in, when the demand has
decreased.

Agility: There is a famous saying that “Being agile is a powerful
capability that enables individuals and teams to adapt swiftly to
changes, innovate continuously, and deliver high quality results
efficiently. It fosters resilience, encourages proactive problem-solving,
and enhances the overall productivity.”

Agility in cloud computing is the ability to adapt to changes by
efficiently deploying, managing and scaling applications and resources.

Ease of Management and Maintenance: Adopting the public cloud
fundamentally transforms the ease of management and maintenance for
organizations. By leveraging cloud service provider’s robust
infrastructure and advanced management tools, businesses can
significantly reduce the complexity of their day-to-day IT operations.
The public cloud offers automated updates, seamless scaling, and



comprehensive monitoring, while collectively minimizing the need for
manual interventions, and reducing the risk of human errors. It is a
pretty streamlined approach, which not only enhances operational
efficiency, but also allows IT teams to focus on strategic initiatives,
rather than routine maintenance tasks. Furthermore, the public cloud’s
inherent flexibility and accessibility enable rapid deployment of
applications and services, ensuring that businesses can swiftly adapt to
the changing market demands, and maintain a competitive edge.

Improved Security: Adapting the public cloud significantly enhances
an organization’s security posture. Cloud service providers invest
heavily in advanced security technologies and practices, offering robust
protection that often surpasses what many businesses can achieve on
their own. These providers implement multi-layered security measures,
including encryption, identity and access management, and continuous
monitoring to safeguard data and applications. Additionally, the public
cloud’s inherent scalability allows for rapid deployment of security
updates and patches, ensuring that systems remain protected against
emerging threats. By leveraging the experience and resources of cloud
providers, organizations can achieve a higher level of security, reduce
the risk of breaches, and maintain compliance with industry standards
and regulations, all while focusing on their core business objectives.

Faster Time to Market: Adopting the public cloud accelerates an
organization’s time to market by streamlining the development and
deployment processes. The cloud’s on-demand resources and scalable
infrastructure enable teams to quickly provision and configure
environments, eliminating the delays associated with traditional
hardware procurement and setup. Additionally, cloud-native tools and
services such as Continuous Integration and Continuous Development
(CI/CD) pipelines, facilitate rapid development cycles and automated
testing, ensuring that new features and updates can be rolled out swiftly
and reliably. This agility allows businesses to respond faster to market
demands, innovate continuously, and maintain a competitive edge. By
leveraging the public cloud, organizations can significantly reduce the
time it takes to bring new products and services to market, driving
growth and customer satisfaction.

Global Reach: Adopting the public cloud empowers organizations
with unparalleled global reach, enabling them to deploy applications



and services closer to their users, regardless of their geographic
location. Cloud service providers operate extensive networks of data
centers around the world, allowing businesses to leverage these
distributed resources to ensure low-latency access and high availability.
This global infrastructure supports seamless scalability and
redundancy, ensuring that applications remain performant and resilient,
even during peak demand periods. By utilizing the public cloud,
organizations can easily expand into new markets, deliver consistent
user experiences across regions, and meet local compliance
requirements. This capability to operate on a global scale not only
enhances customer satisfaction, but also drives business growth and
competitive advantage.

In summary, adopting the public cloud offers a multitude of core benefits
that drive operational excellence and business growth. From the ease of
management and maintenance to improved security, faster time to market,
and global reach, the public cloud empowers organizations to innovate and
scale with unprecedented agility. By leveraging the advanced capabilities of
and extensive infrastructure of cloud service providers, businesses can focus
on their strategic objectives, enhance customer experiences, and maintain a
competitive edge in an ever-evolving digital landscape.

Embracing the public cloud is not just a technological shift, but a strategic
enabler that transforms how organizations operate and deliver values.

Private Cloud

It is different from the public cloud in many ways. It is as simple as the
word, “Private” in English. Yes, it is your own cloud environment, you build
this infrastructure, you make this heavy investment to host your servers,
databases, applications, and other digital IT assets, as well as finally, you
manage it. CapeX business expense is leveraged for setting up the private
cloud.

These are the most popular Public Cloud service providers worldwide:

1. Amazon Web Services (AWS)
2. Microsoft Azure
3. Google Cloud Platform
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