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CHAPTER 1

Networking Fundamentals

Introduction

Networking is the backbone of all modern computing systems, enabling
communication, resource sharing, and data exchange between devices. In the
context of cloud computing, networking takes on an even greater
significance as it provides the underlying infrastructure for scalability,
reliability, and connectivity. Whether it is enabling secure communication
between geographically dispersed servers or ensuring the smooth delivery of
services to users, networking is integral to cloud environments like AWS.

This chapter sets the stage for understanding the core principles of
networking. It explores foundational topics such as the OSI and TCP/IP
models, IP addressing, subnetting, and routing. These concepts form the
building blocks of more complex networking topics and are crucial for
configuring and managing cloud networks effectively.

Through a combination of theoretical insights and hands-on exercises, this
chapter equips readers with the skills to analyze data flow, allocate IP
addresses efficiently, and design basic network setups. By mastering these
fundamentals, readers will be prepared to tackle the advanced networking
topics and AWS-specific services introduced in later chapters.

This journey into networking begins with understanding how data travels
from one device to another. It also involves learning about the protocols that
govern these interactions and the mechanisms that ensure reliable
communication. Let us dive in!

Structure

In this chapter, we will cover the following topics:

 Introduction to Networking
e OSI and TCP/IP Models



e [P Addressing, Subnetting and CIDR Notation
* Basics of Routing
e Problems and Exercises

Introduction to Networking

Networking is the process of connecting computers, devices, and systems to
facilitate communication and resource sharing. Networks range from simple
setups in homes to complex infrastructures in global enterprises.

Networking involves the transmission of data between devices over physical
or wireless media. It allows for resource sharing, collaboration, and seamless
communication between devices or users.

Key Characteristics:
e Scalability: Networks can grow to accommodate new devices.
o Adding new computers or IoT devices to the LAN of a company
without disrupting existing connections.
o Cloud networks that automatically scale resources as user demand

increases.

e Reliability: = Redundancy = mechanisms  ensure  continuous
communication.

o Using multiple routers or switches so that if one fails, traffic is
rerouted through another path.
o Data centers implementing redundant network links (such as dual
Internet Service Providers) to prevent downtime.
e Speed: Data transfer happens rapidly across high-speed links.
o Fiber-optic connections enabling gigabit or even terabit data
transfers.

o Content Delivery Networks (CDNs) that deliver web content
faster by caching data closer to users.

Importance of Networking




Networking serves as the foundation for the digital age, enabling
seamless communication, resource sharing, and connectivity across
devices and systems. It plays a pivotal role in the efficient operation of
modern technologies, from personal devices to enterprise-level IT
infrastructures.

(¢]

Facilitating Communication: Networking allows devices to
exchange information, forming the backbone of services like web
browsing, email, and instant messaging. Without networking, the
interconnected nature of our digital world would not exist.

Optimizing Resource Utilization: By enabling shared access to
printers, file systems, and applications, networks reduce
redundancy and improve efficiency within organizations, making
operations more cost-effective.

Empowering Cloud Platforms: Networking is integral to cloud
computing environments like AWS, Azure, GCP etc. It provides
the connectivity required for virtual machines, containers, and
services to work together, enabling on-demand scalability and
flexibility for businesses.

Ensuring Security and Continuity: Secure data transmission is
achieved through technologies such as VPNs, encryption, and
firewalls. Networking also supports redundancy and failover
mechanisms, I.e., backup processes that automatically switch
network operations to a standby system, server, or link when the
primary one fails, ensuring that systems remain operational even
during disruptions.

Advancing Technological Growth: Networking drives
innovation in areas like IoT, smart devices, and edge computing,
opening new possibilities in industries ranging from healthcare to
transportation.

In essence, networking is not just a technical foundation — it is the
enabler of global connectivity and the catalyst for modern
technological advancements.

USE CASE DESCRIPTION

Communication Enables messaging, voice calls, video conferencing, and email

communication.




Resource Sharing Allows multiple users to share printers, scanners, or storage

devices.
Data Access Permits access to remote databases, files, and cloud resources.
Collaboration Facilitates team collaboration by enabling access to shared tools

like Slack or Google Docs.

Internet Access Provides global connectivity to websites, services, and online

platforms.

Table 1.1: Networking Use Cases and Description

Types of Networks

Networks come in various forms, each designed to serve specific
purposes based on scale, functionality, and connectivity. Understanding
these types is crucial for designing efficient systems tailored to diverse
needs.
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Local Area Network (LAN): A LAN connects devices within a
limited area, such as an office, school, or home. It is characterized
by high-speed connections and controlled environments. LANs
are ideal for resource sharing, such as printers or file storage, and
use technologies like Ethernet and Wi-Fi.

Wide Area Network (WAN): WANs span large geographic areas,
connecting multiple LANs. The internet is the most prominent
illustration of a WAN. They rely on telecommunications links and
are suitable for organizations with services in different locales.

Metropolitan Area Network (MAN): A MAN covers a city or
large campus, bridging the gap between LANs and WANSs. It is
frequently used by organizations for infrastructure management
like traffic control or public Wi- Fi.

Wireless Local Area Network (WLAN): WLANSs extend LANSs
without physical cables, using wireless technologies like Wi-Fi.
They are commonly found in homes, offices, and public spaces,
enabling mobility for users.

Virtual Private Network (VPN): A VPN provides secure access
to private networks over public internet connections. It encrypts
data, ensuring confidentiality and is widely used for remote work
and secure communication.



o Personal Area Network (PAN): PANs connect personal devices
within a short range, such as smartphones, laptops, or wearable
devices, using technologies like Bluetooth. These networks are
suitable for personal use and small-scale data sharing.

o Storage Area Network (SAN): A SAN connects storage devices
to servers, optimizing data access for high-performance
applications. These are commonly used in enterprise environments
for managing large-scale storage systems.

In summary, the type of network chosen depends on the scope and
requirements of the system, ranging from localized setups like LANs to
expansive systems like WANSs, each contributing uniquely to our
interconnected world.

TYPE SCALE EXAMPLE

Local Area Network | Small area (like a | Offices, schools, small businesses.

(LAN)

building)

Wide Area Network
(WAN)

Covers large
geographical areas

The Internet, connecting cities or countries.

Metropolitan Area

Medium-sized area

City-wide government or university network.

Network (MAN) (similar to that of a

city)
Personal Area | Very small, personal | Bluetooth between phone and headphones.
Network (PAN) area
Virtual Private | Secure private | Remote access to corporate systems.
Network (VPN) network over public

infrastructure

Table 1.2: Networking Types, Its Scales and Examples

Networking Devices

Networking devices are essential components that enable
communication and data transfer across a network. Each device serves
a specific function, ensuring that networks operate efficiently and
securely.

o Router: A router determines the best path for data packets to
reach their destination and can also provide firewall and network
management capabilities.



o Switch: A switch operates within a Local Area Network (LAN),
connecting multiple devices like computers, printers, and servers.
It uses MAC addresses to forward data packets to the correct
device, improving efficiency by reducing data collisions.

o Hub: A hub connects multiple devices in a network and
broadcasts data to all connected devices. Unlike switches, hubs do
not filter data, making them less efficient for modern networks.

o Access Point (AP): Access points extend wireless connectivity
within a network, enabling devices like smartphones and laptops
to connect via Wi-Fi. They are essential for creating Wireless
Local Area Networks (WLANS).

o Modem: A modem modulates and demodulates data for
transmission over communication lines like telephone or cable. It
1s commonly used to provide internet access by converting signals
between digital devices and analog lines.

o Firewall: A firewall acts as a security barrier, monitoring and
controlling incoming and outgoing network traffic based on
predefined rules. It protects networks from unauthorized access
and cyber threats.

o Network Interface Card (NIC): A NIC is a hardware component
that enables bias to connect to a network. Modern NICs support
both wired (Ethernet) and wireless (Wi- F1) connections.

o Gateway: A gateway connects two different networks that may
use different protocols, enabling data exchange. It often combines
the functionalities of a router and a firewall.

o Repeater: A repeater amplifies and retransmits signals to extend
the range of a network. It is used in scenarios where data must
travel over long distances without losing integrity.

o Bridge: A bridge connects two LANSs, enabling them to function
as a single network. It helps reduce traffic congestion by
segmenting the network and filtering data.

Each device plays a critical role in the design and operation of
networks, from small home setups to complex enterprise systems.
Together, they ensure seamless connectivity and robust performance.

DEVICE FUNCTION EXAMPLE




Router Connects different networks and determines | Internet routers in
the best data path. homes.
Switch Connects devices within the same network | Office switches
and manages traffic flow. managing
workstations.

Access Point

Extends wireless connectivity to devices.

Wi-Fi access points
in cafes.

Firewall Secures the network by filtering | Hardware or software
unauthorized traffic. firewalls.
Modem Convert between digital formats or between | DSL or fiber
digital and radio frequency signals. modems.
Table 1.3: Networking Devices and Its Functions
Network Architecture

Networking architectures define how data flows between devices.
Peer-to-Peer (P2P)

o All devices are equal and can act as both clients and servers.

o Example: File sharing among personal computers.

Client-Server

o Dedicated servers provide services to client devices.

o Example: Email servers handling user communication.

Types of Transmission Media

Some of the types of transmission media are provided as follows:

o Wired Media: Physical mediums like twisted-pair cables, coaxial
cables, and fiber optics that transmit data through electrical
signals or light. These offer high reliability and speed, often used
in LANs. Types of wired media are as follows:

= Twisted Pair Cable: Common for LANSs.

= Coaxial Cable: Used in cable TV networks.

» Fiber Optic Cable: High-speed and long-distance data
transmission.




o Wireless Media: Non-physical mediums such as radio waves,
microwaves, and infrared signals that enable data transmission
over the air, widely used in WLANs, mobile networks, and IoT.
Types of wireless media are as follows:

= Radio Waves: Used in Wi-Fi and Bluetooth.

» Microwaves: Used in satellite communications.

» Infrared: Used in remote controls and short-distance
communication.

Real-Life Example of Networking

Imagine streaming your favorite show on a smart TV. The device connects to
your home Wi-Fi, retrieves the video data from cloud servers via the
internet, and seamlessly delivers it to your screen in real time — all powered
by efficient networking.

Home Networking

e Devices like phones, laptops, and TVs connect to a home router.
e The router manages Internet access and enables resource sharing like
printing.
Corporate Networking

e Employees access centralized databases via a LAN.
e VPNs secure remote employee access.

Key Networking Protocols

Networking protocols are standardized rules that govern data communication
between devices in a network. They ensure that devices, regardless of their
type or manufacturer, can exchange information efficiently and securely. The
following is an overview of key networking protocols:

e Transmission Control Protocol (TCP): TCP is a reliable, connection-
oriented protocol that ensures data is delivered accurately and in the
correct order. TCP underlies applications like HTTP/HTTPS for web
browsing and protocols like SMTP for email.



e User Datagram Protocol (UDP): UDP is a connectionless protocol
that is ideal for applications like video streaming and online gaming,
where minor data loss is acceptable.

e Internet Protocol (IP): IP is responsible for addressing and routing
data packets between devices. IPv4 (32-bit addresses) and IPv6 (128-
bit addresses) are its two main versions, with [Pv6 designed to address
the limitations of [Pv4.

o Hypertext Transfer Protocol (HTTP/HTTPS): HTTP facilitates the
transfer of web pages and other resources over the internet. HTTPS
adds a layer of security by encrypting data, ensuring safe
communication between browsers and servers.

e Domain Name System (DNS): DNS translates human-readable
domain names into IP addresses. It acts as the phonebook of the
internet, simplifying access to online resources.

e Dynamic Host Configuration Protocol (DHCP): DHCP
automatically assigns IP addresses to devices in a network, simplifying
network management and ensuring efficient IP address utilization.

e Simple Mail Transfer Protocol (SMTP): SMTP is used for sending
emails between servers. It works in conjunction with protocols like
IMAP and POP3, which handle email retrieval.

e File Transfer Protocol (FTP): FTP enables the file transfer between
devices over a network. Secure variants, such as SFTP, add encryption
for enhanced security.

e Simple Network Management Protocol (SNMP): SNMP monitors
and manages network devices, providing administrators with real-time
insights into network performance and issues.

e Secure Shell (SSH): SSH provides secure remote access to devices,
encrypting commands and data transfers to prevent unauthorized
access.

e Border Gateway Protocol (BGP): BGP is used for routing data
between autonomous systems on the internet, ensuring efficient and
reliable data transmission across large-scale networks.

Networking protocols are the foundation of all data communication,
enabling seamless interaction between devices. Their diversity ensures that



every type of network activity, from browsing to streaming, operates
smoothly and securely.

The purpose and the uses of different networking protocols are tabulated as

follows:
PROTOCOL PURPOSE EXAMPLE USE
HTTP/HTTPS Facilitates web | Accessing websites.
browsing and secure
transactions.
FTP Transfers files between | Uploading/downloading files.
client and server.
SMTP Sends emails between | Sending corporate emails.
servers.
DNS Resolves domain | Accessing google.com without needing to
names to IP addresses. | remember its IP address (such as 8.8.8.8)', since
8.8.8.8 is actually the public DNS server of
Google and not the IP address of google.com.

Table 1.4: Networking Protocols, Its Purposes, and Uses

Figure 1.1 represents the setup of a network. This is a typical network setup
that includes wireless points, switches, wifi, and so on.



Figure 1.1: A Typical Network Setup

OSI and TCP/IP Models

The OSI (Open Systems Interconnection) and TCP/IP (Transmission Control
Protocol/Internet Protocol) models are two frameworks that define how
network communication occurs. They standardize protocols, enable
interoperability, and ensure data transfer across diverse networks.

OSI Model




The OSI model divides the communication process into seven layers, each
with a distinct role. It provides a clear framework for troubleshooting and
understanding data flow.

LAYER DESCRIPTION REAL-WORLD EXAMPLES

Physical Transmits raw data bits over physical | Ethernet cables, Wi-Fi signals.
media.

Data Link Manages error detection and device- | MAC addresses, switches, Wi-Fi
to-device data transfer. frames.

Network Handles  routing and  logical | Routers, 1P addresses (like
addressing of data packets. 192.168.1.1).

Transport Ensures end-to-end communication | TCP (emails) and UDP (video
and reliability (such as error | streaming).
checking).

Session Establishes and manages | Session management for online
communication sessions. meetings (like Zoom).

Presentation Translates data  formats and | SSL/TLS encryption for secure
encrypts/decrypts data. websites.

Application Provides network services to end-user | HTTP  (web  browsing), SMTP
applications. (emails), FTP (file transfer).

Table 1.5: Layers of OSI Model

TCP/IP Model

The TCP/IP model simplifies networking into four layers, focusing on
practical implementation. It forms the foundation of modern Internet
communication.

Layers of the TCP/IP Model

LAYER CORRESPONDS TO FUNCTION REAL-WORLD
OSI LAYERS EXAMPLES

Network Access Physical + Data Link Manages hardware | Ethernet, Wi-Fi, PPP
addressing and data | (Point-to-Point
transmission over | Protocol), DSL
media.

Internet Network Handles IP addressing | IP addresses (8.8.8.8),
and routing of data | routers.
packets.




+ Application

user applications.

Transport Transport Provides reliable or | TCP (emails) and UDP
fast data  delivery | (streaming).
between devices.

Application Session + Presentation | Interfaces directly with | HTTP, HTTPS, FTP,

DNS, SMTP (emails)
or SSH (secure remote
login)

Table 1.6: Layers of TCP/IP Model

Real-World Scenarios

The OSI and TCP/IP models are not just theoretical frameworks; they play a
vital role in real-world networking by defining how data travels between
devices. Each layer contributes a specific function, from establishing
physical connections to ensuring reliable data delivery.

By examining practical scenarios, such as sending an email or loading a
webpage, we can better understand how these models facilitate seamless
communication and troubleshoot issues effectively.

Scenario 1: Sending an Email

o Application Layer: User writes an email in Gmail (SMTP protocol),
IMAP/POP3 are used for retrieving the email.

e Presentation Layer: Email content is encrypted using TLS.

e Session Layer: Session is established with the mail server of the

recipient.

e Transport Layer: Data is divided into packets (TCP ensures

reliability).

e Network Layer: Packets are routed using IP addresses.

e Data Link Layer: Frames are transmitted over Ethernet.

» Physical Layer: Data is sent as electrical signals over a network cable.

Scenario 2: Watching a YouTube Video

e Application Layer: HTTP/HTTPS requests a video from the server of

Youtube.

e Transport Layer: UDP streams video packets for real-time playback.

e Network Layer: Packets are routed across the Internet using IP.




e Data Link Layer: Frames are handled by the Wi-Fi network of the
user.

e Physical Layer: Radio waves transmit data to the device of the user.

OSI MODEL vs. TCP/ IP MODEL
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Figure 1.2: OSI and TCP/IP Comparison Diagram

The OSI and TCP/IP models are critical for understanding how data travels
across networks. While the OSI model provides theoretical insights, the
TCP/IP model focuses on practical application, forming the backbone of
modern networking. Together, these models enable seamless communication
and robust network design.

IP Addressing and Subnetting

[P addressing and subnetting are foundational concepts in networking. They
enable devices to identify and communicate over a network efficiently.

IP Address

An IP address is a unique identifier assigned to devices in a network to
enable communication. It works like a postal address, ensuring that the data
1s sent to the correct device.




introduced primarily

networks.

to overcome
address exhaustion and to support large-scale

IPv4 | 34

TYPE DESCRIPTION EXAMPLE
1Pv4 32-bit address written in dotted decimal | 192.168.1.1
format. Due to its limited address space, [Pv4
addresses are now largely exhausted.
I1Pv6 128-bit address written in hexadecimal format, | 2001:0db8:85a3::8a2¢:0370:73

Table 1.7: Types of IP Addresses

IPv4 Address Structure

e 4 Octets (each ranging from 0 to 255).

e Example: 192.168.0.1

IPv6 Address Structure

An IPv6 address consists of 8 groups of hexadecimal numbers, separated by
colons. Each group represents 16 bits, making [Pv6 a 128-bit address in
total.

Full format example:

2001:0db8&:85a3:0000:0000:8a2¢:0370:7334

Consecutive groups of zeros can be abbreviated using :: (only once per
address).

Abbreviated example:
2001:0db8:85a3::8a2¢:0370:7334

This abbreviation simplifies IPv6 addresses and makes them easier to read
and write while maintaining the same address value.

Classes of IPv4 Addresses

IPv4 addresses are categorized into classes to define network size.

CLASS RANGE (FIRST PURPOSE DEFAULT EXAMPLE
OCTET) SUBNET MASK
A 1-126 Large networks. 255.0.0.0 10.0.0.1
B 128-191 Medium-sized 255.255.0.0 172.16.0.1
networks.




C 192-223 Small networks. | 255.255.255.0 192.168.1.1
224-239 Multicasting. N/A 224.0.0.1
240-255 Reserved for | N/A No usable host
research. addresses
Table 1.8: Classes of IPv4 Addresses
Note:

o [27.x.x.x is reserved for loopback testing (for example, 127.0.0.1) and
is not assigned to networks, which is why Class A usable ranges stop at

126.

o 255.255.255.255 is the limited broadcast address, not a valid Class E

host address.

o Class E addresses are not used for normal host assignment, which is
why an example is intentionally omitted.

Subnetting

Subnetting divides a large network into smaller subnetworks to improve
efficiency and security. Some of the purposes of subnetting are as follows:

e Reduces network congestion.

e Enhances security by isolating segments.

e Efficient utilization of IP addresses.

Subnet Mask

A subnet mask determines the division of an IP address into network and

host portions.

SUBNET MASK CIDR NOTATION NUMBER OF HOSTS PER
SUBNETS SUBNET
255.255.255.0 124 1 254
255.255.255.128 /25 2 126
255.255.255.192 126 4 62
255.255.255.224 1277 8 30
255.255.255.240 /128 16 14




Table 1.9: Subnet Mask

Importance of Subnetting

o Efficient Resource Allocation: Avoids wasting IP addresses.
e Improved Security: Isolates sensitive segments.
e Reduced Traffic: Minimizes broadcast traffic.

Real-Life Example of Subnetting

While often considered a theoretical concept, subnetting plays a key role in
optimizing network performance, enhancing security, and maximizing the
efficient use of IP addresses in real-world situations. From designing
networks for organizations to managing traffic and ensuring secure
communications, subnetting is fundamental to the infrastructure that powers
modern digital services.

In this section, we will explore how subnetting applies in real-world
scenarios, providing insight into its practical applications and the problems it
helps to solve for network engineers and IT professionals.

Scenario:

e Company XYZ has a network 192.168.1.0/24.
e They want to create 4 departments, each needing its own subnet.

Solution:

e Subnet Calculation:

o A /24 network provides 256 total IP addresses (254 usable).
o To create 4 equal subnets, 2 bits are borrowed from the host
portion:
= New subnet prefix: /26
» Each subnet contains 64 total addresses.
= 62 usable host addresses per subnet.

e Subnets: | Subnet | Range | Broadcast Address |
Subnet 1 (192.168.1.0/26)

o Network address: 192.168.1.0 (not assignable)



o Usable host range: 192.168.1.1 — 192.168.1.62
o Broadcast address: 192.168.1.63 (not assignable)

Subnet 2 (192.168.1.64/26)

o Network address: 192.168.1.64 (not assignable)
o Usable host range: 192.168.1.65 — 192.168.1.126
o Broadcast address: 192.168.1.127 (not assignable)

Subnet 3 (192.168.1.128/26)

o Network address: 192.168.1.128 (not assignable)
o Usable host range: 192.168.1.129 — 192.168.1.190
o Broadcast address: 192.168.1.191 (not assignable)

Subnet 4 (192.168.1.192/26)

o Network address: 192.168.1.192 (not assignable)
o Usable host range: 192.168.1.193 — 192.168.1.254
o Broadcast address: 192.168.1.255 (not assignable)

By subnetting 192.168.1.0/24 into four /26 subnets, Company XYZ:

» Assigns one subnet per department.

e Ensures 62 usable IP addresses for each.

e (learly separates network, usable, and broadcast addresses.

e Avoids common beginner mistakes.

Classless Inter-Domain Routing (CIDR)

CIDR uses prefix notation (like /24) to represent subnet masks.

CIDR NOTATION SUBNET MASK HOSTS PER SUBNET
124 255.255.255.0 254
/25 255.255.255.128 126
/26 255.255.255.192 62

Table 1.10: CIDR Notation




Practical Exercises

In this section, we will explore hands-on exercises that will help you master
subnetting techniques, from basic to advanced concepts. Through step-by-
step examples and real-world applications, you will gain the confidence to
design efficient and secure networks. Whether you are preparing for a
certification or looking to refine your skills, these exercises are designed to
enhance your understanding and application of subnetting principles.

Problem 1: Identify Network Details
Given IP: 192.168.10.34/28
Question: Identify the subnet range, broadcast address, and usable IP range.

Solution:

e Subnet Mask: /28 = 255.255.255.240 (16 addresses per subnet).
e Block Size Calculation:
Block size =256 — 240 =16
This means each /28 subnet spans 16 total IP addresses.
e Subnet Range: 192.168.10.32 - 192.168.10.47.
e Broadcast Address: 192.168.10.47.
o Usable IP Range: 192.168.10.33 - 192.168.10.46.
A /28 subnet provides 16 total IP addresses. After excluding the network

address (192.168.10.32) and the broadcast address (192.168.10.47), there are
14 usable host addresses.

Problem 2: Subnetting a Larger Network
Company needs to divide 10.0.0.0/16 into 8 subnets.
Solution:

e New CIDR: /16 — /19 (8192 addresses per subnet).
e Subnet Ranges: | Subnet | Range | Broadcast Address |

R e oo |
11]10.0.0.0 - 10.0.31.255 | 10.0.31.255 |

|21]10.0.32.0 - 10.0.63.255 | 10.0.63.255 |
Note: Each /19 subnet increases by 32 in the 3rd octet (0, 32, 64, 96...).



CIDR Notation

Classless Inter-Domain Routing (CIDR) is a flexible way to allocate 1P
addresses and define subnets by using a prefix length. It replaces the rigid
IP address classes (A, B, C) to optimize the use of available IP space.

CIDR notation represents an IP address with its associated prefix length.

The prefix length specifies the number of bits in the address used for the
network portion.

Structure
IP Address / Prefix Length

e IP Address: Standard IPv4 or IPv6 address.
e Prefix Length: Number of bits used for the network.

Example:

e 192.168.1.0/24 — The first 24 bits are for the metwork, and the
remaining 8 bits are for hosts.

Understanding CIDR Subnet Masks

Each prefix length corresponds to a subnet mask, which divides the IP
address into network and host portions. As the prefix length increases, the
number of hosts decreases, but the number of available subnets increases.

CIDR SUBNET MASK | HOSTS PER SUBNET BITS HOST BITS
NOTATION SUBNET
124 255.255.255.0 254 24 8
/25 255.255.255.128 | 126 25 7
/126 255.255.255.192 | 62 26 6
127 255.255.255.224 | 30 27 5
/28 255.255.255.240 | 14 28 4

Table 1.11: CIDR Subnet Masks and Hosts

Real-World Example of CIDR Notation




CIDR (Classless Inter-Domain Routing) notation plays a pivotal role in
modern networking by offering a more efficient way to allocate and manage
IP addresses. Unlike the older class-based system, CIDR enables network
administrators to create more flexible and scalable IP address schemes,
reducing waste and improving routing performance.

In real-world scenarios, CIDR is used in everything from configuring
enterprise networks to optimizing cloud services, ensuring that resources are
used efficiently. This notation simplifies network design and helps
streamline traffic management, making it essential for anyone involved in
network infrastructure, from internet service providers to large
organizations.

Scenario:

A company has been assigned the block 192.168.0.0/22. This CIDR block
includes 1024 IP addresses.

Explanation:

e Network Bits: /22 (22 bits for network).
e Host Bits: 32 - 22 = 10 bits for host addresses.
e Subnet Mask: 255.255.252.0.

Subnet Ranges:

SUBNET RANGE BROADCAST ADDRESS

1 192.168.0.0 - 192.168.3.255 192.168.3.255

Table 1.12: Subnet Ranges

Benefits of CIDR Notation

By allowing for more precise and flexible subnetting, CIDR not only
optimizes the use of IP address space but also enhances network scalability
and efficiency. The ability to allocate Variable-Length Subnet Masks
(VLSMs) ensures that IP addresses are distributed according to actual needs,
reducing waste, and streamlining network performance.

In this section, we will explore the key benefits of CIDR notation and how it
drives efficiency in modern networking, making it a crucial tool for both
small-scale and large-scale network operations.



BENEFIT EXPLANATION
Efficient IP Utilization Prevents wastage of IPs by allowing variable-length subnet masks.
Scalability Facilitates flexible subnetting for growing networks.
Simplified Routing Reduces routing table size by grouping addresses with the same
prefix.

Table 1.13: CIDR Notation and Benefits

CIDR in Routing

In networking, CIDR blocks aggregate multiple IP addresses into one
routing entry, reducing complexity.

Example:

Instead of listing 192.168.0.0/24, 192.168.1.0/24, 192.168.2.0/24, CIDR
aggregates them as 192.168.0.0/22.

CIDR notation simplifies IP addressing and routing by offering flexibility
and efficiency. It is widely used for subnetting and optimizing routing tables,
ensuring scalable and effective network management.

Basics of Routing

Routing is the process of determining the path data packets take to travel
from a source to a destination across interconnected networks. Routers, the
devices responsible for routing, ensure that data reaches the correct
destination efficiently.

Routing involves:

e Forwarding: Sending packets from one network to another.

e Path Selection: Choosing the best path based on criteria like distance,
speed, or cost.

TERM DEFINITION
Router A networking device that forwards data packets between networks.
Routing Table A database in a router containing routes to various destinations.
Hop A step or device a packet passes through enroute to its destination.

Table 1.14: Key Terms of Routing



Types of Routing

Routing can be classified into three main types:

TYPE DESCRIPTION EXAMPLE
Static Routing Manually configured routes. Suitable for small, | A small office with fixed
stable networks. routes.
Dynamic Automatically learns and updates routes using | ISPs using BGP for route
Routing protocols like OSPF, RIP, or BGP. updates.
Default Routing | Routes all packets to a specific gateway if no | Home routers forwarding
other route is known. traffic to an ISP.

Table 1.15: Classification of Routing

Routing Process

Step-by-Step Routing:
1. Packet Arrival: A data packet arrives at a router.
2. Header Inspection: The router reads the destination IP address.

3. Routing Table Lookup: It searches for the best matching route.
4. Forwarding Decision: The packet is sent to the next hop or

destination.
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Figure 1.3: Routing Process (Step-by-Step)

Routing Tables

A routing table stores information about networks and paths.

DESTINATION NEXT HOP SUBNET MASK METRIC INTERFACE




192.168.1.0 192.168.0.1 255.255.255.0 1 eth0

10.0.0.0 10.0.0.1 255.0.0.0 2 ethl

Table 1.16: Structure of a Routing Table
Example:

e A packet destined for 192.168.1.50 matches 192.168.1.0/24 and is
forwarded to 192.168.0.1 through ethO.

Dynamic Routing Protocols

Dynamic routing protocols enable routers to communicate and adapt to
network changes.

PROTOCOL TYPE DESCRIPTION METRIC
RIP (Routing | Distance Vector Uses hop count as the | Hop count (Max: 15).
Information metric. Simple but
Protocol) slow.
OSPF (Open Shortest | Link State Selects paths based on | Cost (Bandwidth-
Path First) link state and speed. based).
BGP (Border | Path Vector Used for inter-domain | Path attributes.
Gateway Protocol) routing (ISPs).

Table 1.17: Dynamic Routing Protocols

Real-World Routing Example

Dynamic routing is a crucial component in modern networking, enabling
routers to automatically adjust their routing tables based on real-time
network conditions. In contrast to static routing, which requires manual
configuration, dynamic routing adapts to network changes such as link
failures or congestion, ensuring optimal data paths.

In real-world scenarios, dynamic routing protocols like OSPF (Open
Shortest Path First) and BGP (Border Gateway Protocol) are widely used by
internet service providers and large organizations to maintain robust,
scalable, and efficient networks.

These protocols not only enhance network resilience but also simplify the
management of complex infrastructures, making dynamic routing



indispensable for businesses that rely on uninterrupted, high-performance
connectivity.

Scenario:
A company has three branches: HQ, Branch A, and Branch B. Each branch
has a unique subnet:

e HQ:192.168.0.0/24

e Branch A: 192.168.1.0/24

e Branch B: 192.168.2.0/24

Routing Setup:

e Static routes are configured between HQ and the branches.

e A router at HQ has the following routing table:

DESTINATION NEXT HOP SUBNET MASK INTERFACE
192.168.1.0 192.168.0.2 255.255.255.0 ethl
192.168.2.0 192.168.0.3 255.255.255.0 eth2

Table 1.18: Routing Table of a Router at HQ
Packet Flow:

1. Auser at HQ (192.168.0.10) sends data to Branch A (192.168.1.20).
2. The HQ router forwards the packet to 192.168.0.2 (next hop for
192.168.1.0/24).
Static versus Dynamic Routing (Quick Contrast)
Static Routing:

Routes are manually configured. If the link between HQ and Branch A fails,
traffic will stop until a network administrator manually updates the routes.

Dynamic Routing (such as OSPF):

Routers automatically detect link failures and recalculate paths. If the HQ—
Branch A link goes down, traffic can be rerouted through another available
path without manual intervention.

Routing Metrics



Routing protocols use metrics to select the best path.
Common Metrics:

METRIC DESCRIPTION
Hop Count Number of routers (hops) a packet passes through.
Bandwidth Available bandwidth of the link.
Latency Delay in transmitting data across the link.
Cost Assigned value based on administrative preferences.

Table 1.19: Common Routing Metrics

Challenges in Routing

The following are a few of the challenges in routing:
* Routing Loops: Occur when data packets circle between routers
endlessly.

Example: A misconfigured network causes packets to bounce between
two routers, slowing down all traffic.

e Convergence Time: Delay in updating routes across a network.

Example: During a link failure, video calls may freeze until routers
learn the new path.

e Scalability: Managing large routing tables in expansive networks.
Example: A corporate WAN with hundreds of branches struggles if
routers cannot efficiently store and process routes.

Solution to Loops:

e Use protocols with loop prevention mechanisms (like OSPF).

Example: The SPF algorithm of OSPF ensures packets always follow a
loop-free path.

e Apply Split Horizon or Hold-Down Timers in RIP.

Example: Prevents routers from advertising incorrect routes back to the
source, avoiding traffic loops during failures.

Exercises and Case Studies




Exercise 1: Analyse a Routing Table
Given the following routing table, identify the next hop for a packet destined

for 10.1.2.5:
DESTINATION NEXT HOP SUBNET MASK INTERFACE
10.1.0.0 10.1.0.1 255.255.0.0 eth0
192.168.1.0 192.168.0.1 255.255.255.0 ethl

Table 1.20: Routing Table for the Analysis
Solution: The destination 10.1.2.5 matches 10.1.0.0/16. The next hop is
10.1.0.1 via ethO.

Dynamic Routing Process

1. Routers exchange route updates.
2. New routes are added to the routing table.
3. Data packets are forwarded based on updated tables.

Routing is the backbone of networking, enabling seamless data transfer
across interconnected systems. Understanding routing basics, protocols, and
configurations ensures efficient and secure communication in modern
networks.

Problems and Exercises

When it comes to mastering network concepts, tackling real-world problems
and exercises is essential for gaining practical experience and solidifying
theoretical knowledge. Whether you are working with IP addressing, routing
protocols, or network security, each challenge presents an opportunity to
apply your skills in a dynamic environment.

These problems often mirror the complexities and nuances of actual network
scenarios, allowing you to build critical problem-solving abilities. By
engaging with a variety of exercises, you can test your understanding,
identify potential gaps, and enhance your ability to navigate the evolving
landscape of modern networking.

Problem 1: Network Routing Configuration




Scenario: You are the network administrator for a mid-sized company. You
have two routers in your office setup, Router Alpha and Router Beta, which
need to route traffic between two networks.

* Router Alpha: Connected to the network 10.1.1.0/24 with the IP
address 10.1.1.1.
¢ Router Beta: Connected to the network 10.2.2.0/24 with the IP address
10.2.2.1.
Task:

e Configure static routes on both routers so that Router Alpha can reach
10.2.2.0/24, and Router Beta can reach 10.1.1.0/24.

Solution:

e Router Alpha Configuration:
Router Alpha needs to forward traffic destined for LAN of Router Beta
(10.2.2.0/24) to Router Beta via the transit link.
o ip route 10.2.2.0 255.255.255.0 10.1.2.2
o Destination network: 10.2.2.0/24
o Next hop: 10.1.2.2 (The transit interface of Router Beta)

e Router Beta Configuration:

Router Beta needs to forward traffic destined for the LAN (10.1.1.0/24)
of Router Alpha to Router Alpha via the same transit link.

o ip route 10.1.1.0 255.255.255.0 10.1.2.1

o Destination network: 10.1.1.0/24
o Next hop: 10.1.2.1 (The transit interface of Router Alpha)

Final Result

e Router Alpha can successfully route traffic to 10.2.2.0/24.
e Router Beta can successfully route traffic to 10.1.1.0/24.

e The transit network 10.1.2.0/30 provides a valid Layer-3 path for next-
hop resolution.

Problem 2: Efficient IP Address Subnetting




Scenario: Your company has been assigned the IP block 192.168.10.0/24
and needs to create subnets for three departments:

e Sales Department: Needs 60 devices.

e Engineering Department: Needs 100 devices.

e Support Department: Needs 20 devices.

Task:

e Perform subnetting using the given IP block.
e Provide the subnet mask, usable IP ranges, and the CIDR notation for
each department.
Solution:
Step 1: Sort Departments by Required Hosts (Largest First)
Using VLSM best practices, subnet allocation starts with the largest host

requirement.

1. Engineering: 100 devices

2. Sales: 60 devices

3. Support: 20 devices
Step 2: Determine Required Subnet Sizes
The formula used is: 2" — 2 > Required Hosts.
Engineering Department

e Required hosts: 100

e Smallest suitable subnet: /25

e Total IP addresses: 128
e Usable host addresses: 126

(Note: The subnet provides more usable addresses than required, which is
normal in subnetting.)

e Subnet mask: 255.255.255.128
Sales Department

e Required hosts: 60



e Smallest suitable subnet: /26

e Total IP addresses: 64

e Usable host addresses: 62

e Subnet mask: 255.255.255.192

Support Department

e Required hosts: 20

Smallest suitable subnet: /27
Total IP addresses: 32

Usable host addresses: 30
Subnet mask: 255.255.255.224

Step 3: Subnet Allocation from 192.168.10.0/24

Subnets are assigned sequentially to avoid overlap.

Engineering Department

e Subnet: 192.168.10.0/25

Network address: 192.168.10.0

Usable IP range: 192.168.10.1 — 192.168.10.126
Broadcast address: 192.168.10.127

Usable hosts allocated: 126 (100 required)

Sales Department

Subnet: 192.168.10.128/26

Network address: 192.168.10.128

Usable IP range: 192.168.10.129 — 192.168.10.190
Broadcast address: 192.168.10.191

e Usable hosts allocated: 62 (60 required)

Support Department

e Subnet: 192.168.10.192/27
e Network address: 192.168.10.192
e Usable IP range: 192.168.10.193 — 192.168.10.222



e Broadcast address: 192.168.10.223
e Usable hosts allocated: 30 (20 required)

Step 4: Unused Subnet (Future Expansion)
After allocating all departments, the remaining unused address block is:
192.168.10.224/27

e Network address: 192.168.10.224

e Usable IP range: 192.168.10.225 — 192.168.10.254

e Broadcast address: 192.168.10.255

e Usable hosts available: 30
This unused subnet can be reserved for future departments, network growth,
or infrastructure devices.
This subnetting design:

e (learly distinguishes between required hosts and allocated usable IPs.
e Uses VLSM to efficiently divide the address space.

e Avoids subnet overlap.

e Minimizes IP wastage.

» Preserves address space for future expansion.

DEPARTMENT SUBNET ADDRESS | USABLE IP RANGE SUBNET MASK

Engineering 192.168.10.0/25 192.168.10.1 - | 255.255.255.128
Department 192.168.10.126
Sales Dept 192.168.10.64/26 192.168.10.129 - | 255.255.255.192

192.168.10.190

Support Department 192.168.10.192/27 192.168.10.193 - | 255.255.255.224
192.168.10.222

Table 1.21: Solution Table for Efficient IP Address Subnetting

Problem 3: Advanced Subnetting Using VLSM

Scenario: You are tasked with subnetting the 172.30.0.0/16 network for a
company, and the following departments have specific requirements:

e Accounting Department: Needs 150 IP addresses.



e Operations Department: Needs 250 [P addresses.
e HR Department: Needs 50 IP addresses.

Task:

e (alculate the subnet mask and CIDR notation for each department.
e Provide the usable IP ranges for each subnet.

Solution:
Step 1: Sort the Departments by Host Requirement (Largest First)
VLSM allocation always starts with the largest subnet to avoid
fragmentation.

a. Operations: 250 hosts

b. Accounting: 150 hosts

c. HR: 50 hosts

Step 2: Calculate Required Subnet Sizes
The formula used is: 2" — 2 > Required Hosts.

Operations Department

a. Required hosts: 250

b. 28 — 2 = 254 usable hosts

c. Subnet size: /24

d. Subnet mask: 255.255.255.0

Accounting Department

a. Required hosts: 150

b. 28 — 2 = 254 usable hosts

c. Subnet size: /24

d. Subnet mask: 255.255.255.0

HR Department

a. Required hosts: 50
b. 26 — 2 = 62 usable hosts
c. Subnet size: /26



d. Subnet mask: 255.255.255.192

Step 3: Allocate Subnets Sequentially from 172.30.0.0/16
Start allocating from the beginning of the address pool to ensure no overlap.

Operations Department

a. Subnet: 172.30.0.0/24

b. Network address: 172.30.0.0

c. Usable IP range: 172.30.0.1 — 172.30.0.254
d. Broadcast address: 172.30.0.255

Accounting Department

a. Subnet: 172.30.1.0/24
b. Network address: 172.30.1.0
c. Usable IP range: 172.30.1.1 — 172.30.1.254

d. Broadcast address: 172.30.1.255
HR Department

a. Subnet: 172.30.2.0/26

b. Network address: 172.30.2.0

c. Usable IP range: 172.30.2.1 — 172.30.2.62
d. Broadcast address: 172.30.2.63

Step 4: Remaining Address Space
After allocating the HR subnet, the next available IP address is: 172.30.2.64
All addresses from 172.30.2.64 to 172.30.255.255 remain unused and
available for:

a. Future departments

b. Network expansion

c. Additional subnets of any size

This VLSM-based subnetting approach:

a. Allocates IP addresses efficiently based on real host needs.

b. Prevents overlapping subnets.



c. Minimizes wasted IP space.
d. Provides scalability for future growth.

Problem 4: Optimizing Routing with Dynamic
Protocols

Scenario: Your network has three locations: New York, Berlin, and Sydney.
The routers are running OSPF to exchange routing information.

¢ New York Router IP: 10.0.0.1, local network 192.168.10.0/24.
e Berlin Router IP: 10.1.0.1, local network 192.168.20.0/24.
e Sydney Router IP: 10.2.0.1, local network 192.168.30.0/24.

Task:

e Configure OSPF on each router so that all networks are reachable.
e Verify OSPF routing updates between the routers.

Solution:
e Network Topology (Critical Prerequisite)

OSPF neighbors must share a Layer-3 transit network. Therefore, we
explicitly define WAN links between routers.
We will use a full-mesh topology so each site has direct redundancy.

Transit Subnets

Link Subnet Mask
New York < Berlin 10.10.0.0/30 255.255.255.252
Berlin <> Sydney 10.10.0.4/30 255.255.255.252
New York < Sydney 10.10.0.8/30 255.255.255.252

Table 1.22: Transit Subnets

LAN Subnets

Location LAN

New York 192.168.10.0/24

Berlin 192.168.20.0/24




Sydney 192.168.30.0/24

Table 1.23: LAN Subnets
All OSPF routers will be in Area 0.
e Interface IP Configuration

o New York Router

interface GigabitEthernet0/0
description NY-LAN
ip address 192.168.10.1 255.255.255.0
no shutdown
interface GigabitEthernet0/1
description NY-Berlin
ip address 10.10.0.1 255.255.255.252
no shutdown
interface GigabitEthernet0/2
description NY-Sydney
ip address 10.10.0.9 255.255.255.252
no shutdown
interface Loopback0
ip address 1.1.1.1 255.255.255.255

o Berlin Router

interface GigabitEthernet0/0
description Berlin-LAN
ip address 192.168.20.1 255.255.255.0
no shutdown
interface GigabitEthernet0/1
description Berlin-NY
ip address 10.10.0.2 255.255.255.252
no shutdown
interface GigabitEthernet0/2
description Berlin-Sydney
ip address 10.10.0.5 255.255.255.252
no shutdown
interface Loopback0
ip address 2.2.2.2 255.255.255.255



o Sydney Router

interface GigabitEthernet0/0
description Sydney-LAN
ip address 192.168.30.1 255.255.255.0
no shutdown
interface GigabitEthernet0/1
description Sydney-Berlin
ip address 10.10.0.6 255.255.255.252
no shutdown
interface GigabitEthernet0/2
description Sydney-NY
ip address 10.10.0.10 255.255.255.252
no shutdown
interface Loopback0
ip address 3.3.3.3 255.255.255.255

OSPF Configuration (Best Practice)
o Design principles applied:w
= Explicit router-id (loopback-based)
= LAN interfaces passive

= Correct wildcard masks
= All routers in Area 0

o New York — OSPF

router ospf 1
router-id 1.1.1.1

network 10.10.0.0 0.0.0.3 area O
network 10.10.0.8 0.0.0.3 area 0
network 192.168.10.0 0.0.0.255 area O

passive-interface GigabitEthernet0/0
o Berlin — OSPF
router ospf 1

router-id 2.2.2.2

network 10.10.0.0 0.0.0.3 area O
network 10.10.0.4 0.0.0.3 area O



network 192.168.20.0 0.0.0.255 area 0

passive-interface GigabitEthernet0/0
o Sydney — OSPF
router ospf 1

router-id 3.3.3.3

network 10.10.0.4 0.0.0.3 area O
network 10.10.0.8 0.0.0.3 area O
network 192.168.30.0 0.0.0.255 area O

passive-interface GigabitEthernet0/0
e Alternative (Recommended) Interface-Based OSPF
This avoids overly broad network statements:

interface GigabitEthernet(/1
ipospf 1 area O
interface GigabitEthernet0/2
ipospf 1 area O

LAN interfaces remain passive.
e Verification Steps (Mandatory)

o Verify Neighbor Adjacency/p>
show ipospf neighbor
Expected:
All neighbors in FULL state
o Verify OSPF Routes
show ip route ospf

Expected routes:

= 192.168.10.0/24
= 192.168.20.0/24
= 192.168.30.0/24

o Verify LSDB

show ipospf database

Expected:



Router LSAs for 1.1.1.1, 2.2.2.2, 3.3.3.3
o End-to-End Connectivity
ping 192.168.20.1
ping 192.168.30.1
traceroute 192.168.30.1
e OSPF Consistency Requirements (Important)
For neighbors to form, both ends must match:

Area ID

Hello / Dead timers
Authentication (if enabled)
Network type

MTU size

(¢]

o}

o

(¢]

o}

Optional authentication example:

ipospf authentication message-digest

ipospf message-digest-key 1 md5S OSPFKEY
Final Result

e OSPF neighbors successfully form.
o All LANs are reachable across sites.
e Design is secure, scalable, and realistic.

Problem S: Efficient IP Addressing Strategy

Scenario: You have been given the IP block 192.168.100.0/24 and need to
create subnets for four departments:

e Admin Department: Needs 100 IP addresses.
e Sales Department: Needs 50 IP addresses.

e Tech Support: Needs 30 IP addresses.

e Marketing: Needs 40 IP addresses.

Task:

e Perform subnetting to meet the requirements of each department.



e Provide the subnet masks, CIDR notations, and usable IP ranges for
each department.

Solution:

e Admin Department (100 IP addresses):
o Required hosts: 100.

o Formula: 27 - 2 = 126 — /25 subnet mask.

o Subnet:

192.168.100.126.

e Sales Department (50 IP addresses):
o Required hosts: 50.

192.168.100.0/25,

usable

range:

o Formula: 26 - 2 = 62 — /26 subnet mask.

o Subnet: 192.168.100.128/26, usable range: 192.168.100.129
192.168.100.190.

e Tech Support (30 IP addresses):

o Required hosts: 30.

o Formula: 25 - 2 =30 — /27 subnet mask.

o Subnet: 192.168.100.192/27, usable range: 192.168.100.193
192.168.100.222.

e Marketing (40 IP addresses):
o Required hosts: 40.

o Formula: 26 - 2 = 62 — /26 subnet mask.

o Subnet: 192.168.100.224/26, usable range: 192.168.100.225
192.168.100.254.

192.168.100.1

DEPARTMENT SUBNET CIDR USABLE IP SUBNET MASK
ADDRESS NOTATION RANGE
Admin Dept 192.168.100.0/25 | /25 192.168.100.1 - | 255.255.255.128
192.168.100.126
Sales Dept 192.168.100.128/ | /26 192.168.100.129 - | 255.255.255.192

26

192.168.100.190




Tech Support 192.168.100.192/ | /27 192.168.100.193 - | 255.255.255.224
27 192.168.100.222

Marketing Dept 192.168.100.224/ | /26 192.168.100.225 - | 255.255.255.192
26 192.168.100.254

Table 1.24: Solution Table for Efficient IP Addressing Strategy

Conclusion

Chapter 1, Networking Fundamentals, laid the groundwork for
understanding networking principles, focusing on key concepts like the
OSI/TCP-IP models, IP addressing, CIDR notation, and routing
fundamentals. By mastering these topics, readers gain the foundational
knowledge needed to navigate and configure networks effectively.

The hands-on activities and exercises demonstrated practical
implementations, bridging the gap between theory and real-world
application. These skills are not only essential for passing AWS networking
certification exams but also invaluable for managing cloud networks in
professional environments.

As we transition to subsequent chapters, this foundation will enable readers
to explore advanced topics such as AWS-specific networking services,
security, and automation with confidence and clarity.

Points to Remember

e Networking as the Backbone

o Networking is a critical component of modern IT, enabling
communication and resource sharing across devices and systems.
It plays a foundational role in cloud computing environments like
AWS.

e The OSI and TCP/IP Models

o The OSI model provides a conceptual framework for
understanding data flow across seven layers, from Physical to
Application.

o The TCP/IP model simplifies this structure into four layers,
making it more practical for real-world applications.



e IPv4 and IPv6 Addressing
o IPv4 addresses are structured in a dotted-decimal format and
classified into A, B, C, D, and E categories.
o [Pv6 offers an expanded address space with advanced features like
built-in [Psec and Stateless Address Autoconfiguration (SLAAC).
e CIDR Notation for Flexible Subnetting

o Classless Inter-Domain Routing (CIDR) enables efficient IP
address allocation and allows for custom subnet sizes, addressing
the limitations of traditional class-based addressing.

e Routing Fundamentals

o Routing directs traffic between networks, with default gateways
acting as exit points for non-local traffic.

o Static routing is manually configured, while dynamic routing
automates path selection using protocols like OSPF and BGP.
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