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Preface
You want what you want.
Invisibility. Anonymity. Ghost protocol.

You've taken the red pill and have seen the truth, and you don't like
it. | don't blame you. | didn't like it either. But what | thought | knew
about Tor and other incognito tools was only a drop in the ocean next
to what's really out there. Stuff you don't find on many tech forums.
They're whispered in private, of course, but it's all invisible to you.
Until now.

Which brings us to you and |, or rather what | can do for you. It's
amazing what a guy can learn in a decade when he rolls his sleeves
up and gets his hands dirty. Private hacker forums. Usenet. Freenet.
| scoured them all for years and what I've learned isn't anywhere
else on Amazon.

Equally amazing is what you can learn for a few dollars in a
weekend's worth of reading. That's me, and soon to be you. Where
you will be by Monday is where | am now, only without the years of
mistakes. Mistakes | made using Freenet, Tails, PGP. You name it |
did it. And boy did | make BIG ONES. Those are mistakes you'll
avoid because, after you've read this guide, you'll know more than
85% of the Tor users out there, and know more about anonymity
than most Federal agents. Even the so-called superhackers at the
NSA who only get by with a minimum amount of work every day,
mostly involving eradicating your right to privacy.

To that, if you don't come away satisfied, return it for a full refund.
But | know you won't. Because once you've taken the red pill, there

ain't no going back. You can't unlearn what you've learned, unsee
what you've seen, and you'll want more. Much, much more.



First off, we're not sticking with the basics here. If all you want is Tor
for Dummies, look elsewhere. Where we're going is dangerous
territory. It's shark territory when you get right down to it. But don't
worry. We've got shark repellant and everything you need to surf
safe. You'll reap benefits you've only dreamed of and by the time
we're done, you'll have gained NSA-level anonymity skills with a
counter-surveillance mindset that rivals anything Anonymous or
those goons at the NSA can come up with. They won't have a clue
as to how to find you.

Secondly, for a few dollars, you'll know every exploit those
superhackers like to wield against Tor users and more: How to avoid
NSA tracking. Bitcoin anonymity (that is, real Bitcoin anonymity),
Opsec advice, Darknet markets and Darkcoins and, well... frankly it's
a very long list, and by the time you're done you'll be a Darknet artist
when it comes to marketplaces and buying things cloak and dagger
style.

Third, we'll go over many techniques used by the CIA and FBI to
entrap users. False confessions. Clickbait. Tor honeypots. It's all the
same when you get right down to it. You'll learn the same techniques
used to catch terrorists, hackers and rogue members of the hacker
group Anonymous and couriers for Reloaded. Baits and lures and
how to spot an LEA agent from a mile away. | break it all down into
simple steps that you can understand. A few dollars for this info will
save you a LIFETIME of grief. And no, you won't find it on Reddit or
Ars Technica or Wired. If you're mulling this over, don't. You need
this now. Not when you're framed for something you didn't do.

Fourth... reading the dangerous material herein requires you take
ACTION. The Feds take action. Identity thieves take action. Hackers
take action. Will you? You have to take action if you want results.
What you're glossing over right now is no mere guide. It's a mindset.
It's professional level stuff meant to keep you and your family safe
for a decade out, going far beyond apps and proxies and it's all



yours if you do two simple things: Read, then act. Simple. Because
you know what they say: Knowledge is power.

No, strike that. Knowledge is potential power. Your power. But only if
you act.

Fifth... | update this book every month. New browser exploit in the
wild? | update it here. New technique for uncloaking Tor users? You'll
read it here first. We all know how Truecrypt is Not Safe Anymore,
but that's only the beginning. Besides, freedom isn't free.

Lastly... The scene from Jurassic Park with Dennis Nedry, | believe,
is a nice frightful analogy to what happens if you don't take your
security seriously. We see poor Dennis try to get his jeep out of the
muck in the middle of a tropical storm. Lightning unzips the sky and
the rain pours. The thunder rolls. A dilophisaur bounds upon him,
beautiful and appearing curious. Yet boiling under his head lies a
deadly secretion as it sniffs the air and cocks it's head at Nedry -
moments before spraying his chubby eyes with poison. Blinded, he
staggers back to the safety of the jeep, wailing and gnashing teeth,
only to discover a visual horror to his right: he's left the passenger-
side door ajar - wide enough to let Mr. Curious in for a juicy evening
meal, which it savors with a row of piranha-sharp teeth.

The point is this: Don't be Dennis Nedry. There are far bigger
creatures who'd like nothing better than to split your life (and family)
wide open if for no other reason because THEY CAN. Such is the
nature of the elite.

Unless, of course, you tame them...



Is Tor Safe?

That seems to be the question alright. As to what the true answer is,
it really depends on whom you ask, because there are always
wolves in sheep's clothing out there who stand to gain from your
ignorance. Many say no. A few say yes. The media, for all their
expertise in things political and social, come up woefully lacking
when something as complex as Tor is discussed.

Case in point: Gizmodo reported that a group of hackers managed to
compromise enough Tor relays to decloak Tor users. If you're just
hearing this for the first time, part of what makes Tor anonymous is
that it relays your data from one node to another. It was believed that
if they compromised enough of them, then they could track individual
users on the Tor network and reveal their real life identities. Kind of
like how the agents in The Matrix find those who've been unplugged.

Anyway as luck would have it, it turned out to be kiddie script-
hackers with too much time on their hands who simply wanted a new
target to hack. Who knows why. Could be that they'd toyed with the
Playstation Network long enough and simply wanted a curious peak
here and there. These were not superhacker-level NSA members,
either.

But as is usually the case with the media, this attack attracted the
attention of a few bloggers and tech journalists unsympathetic to Tor
and frankly, ignorant of what really constitutes a threat. The Tor devs
commented on it, too:

"This looks like a regular attempt at a Sybil attack: the attackers
have signed up many new relays in hopes of becoming a large
fraction of the network. But even though they are running thousands
of new relays, their relays currently make up less than 1% of the Tor
network by capacity. We are working now to remove these relays


http://gizmodo.com/hackers-who-shut-down-psn-and-xbox-live-now-attacking-t-1675331908
http://www.slashgear.com/nsa-has-super-secret-hacker-collective-according-to-newly-revealed-snowden-docs-29295407/

from the network before they become a threat, and we don't expect
any anonymity or performance effects based on what we've seen so
far."”

What those conspiracy bloggers failed to report was that any
decentralized network like Tor is a prime target for attacks such as
the above. But to truly stand a chance at punching a hole through
this matrix, hackers would need Tor to implicitly trust every new node
that comes online. That just doesn't happen.

It also takes time for fresh relays to gather traffic - some as long as
sixty days or more and the likelihood of being reported is rather high
since the IP addresses are out in the open, which only speeds up
malicious reporting. The real danger, and has been since inception,
is scaring Tor users to less secure methods of communication. That's
what the NSA wants. The CIA already does this in foreign countries.
Now the NSA is following their lead.
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