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I

 Unit – 1 

Introduction

1.0 Introduction
nformation is widely available on the Internet, and both company owners
and consumers run the danger of data theft. The complexity of

technology and cyberattacks both increase annually. Digital crime is a vast
field that isn’t limited to any one platform that allows access to the Internet.
A certain amount of digital resistance may be present in desktops,
smartphones, and tablets, but each has built-in “weak points” that hackers
have learned to exploit. Thankfully, certain services and solutions for digital
security operate in tandem with their malicious tech counterparts. The
complexity of our digital environment hides sophisticated dangers, yet most
people can use digital disaster prevention technologies to take advantage of
network-based attacks. Computer security involves safeguarding software,
technology, and program files from theft or illicit use, referred to as
cybersecurity, digital security, or information technology security.

The topic of study becomes relevant owing to the growing prevalence of
systems for computing, the Internet, and wireless network standards. The
topic’s prominence has risen following the proliferation of smart gadgets,
including televisions, smartphones, and other IOT (Internet of Things)
devices. In other words, when technology advances, its inherent complexity
advances as well, with the help of civilization. Large-scale industries that
handle a lot of data, like finance, elections, public data, biometric data,
power distribution data, etc., depend heavily on computer security.

Cybersecurity is not a perfect replacement for information security, and
while home security systems and biometrics are used, they cannot be



classified under the security convergence framework.

1.1 Assets and its Value
Computers are essential tools for information collection and processing,
including hardware, software, and other technology assets. They increase
productivity, facilitate communication, and safeguard data, enabling
organizations to make decisions quickly. Examples include software for
unified communication, servers for data storage, and laptops for remote
work. Technological assets, including software, equipment, and private
information, are crucial for safeguarding data from theft, malfunctions, and
tampering. Information security specialists assess potential attacks and
implement appropriate safeguards.

Any technology or apparatus that facilitates the collection and processing of
information is considered a computer asset. This covers the data, software,
hardware, and other IT resources that are utilized in day-to-day company
operations. Computer resources aid in increasing productivity, facilitating
communication, and providing information or data that enables businesses
to make choices more quickly and successfully. The following are some
instances of computer assets that have improved business as we know it
today: Software that enables users to communicate with other workers in a
single communication record even if they are in separate places, servers and
security software that store and safeguard critical corporate data, and
laptops that enable work to be done remotely.

1.2 Types of Computer Assets
There are four types of commodities that IT specialists use most frequently
to foster better technology processes and administration. They are network
assets, peripheral assets, software assets, and hardware assets. Since these
assets are crucial to the expansion and smooth running of businesses, they
must be regularly maintained.



1.2.1 Hardware Assets
Any actual or tangible computer technology asset owned by a business is
referred to as hardware. This comprises computers that are in storage and
not in use at the moment, such as older models or equipment that has to be
replaced or repaired, or that could be supporting other equipment, such as
servers. Working with an IT Assessment Management partner like multiply
might be the answer you need to give your IT staff more time back in their
day. Keeping an efficient record of all hardware assets can become time-
consuming and unpleasant. Hardware refers to physical computer
technology resources, including storage units, server infrastructure, and
outdated computers. Collaborating with an IT Asset Management partner
like Diverse can help save IT staff time by efficiently managing hardware
assets.

1.2.2 Software Assets
A company’s software tool can manage customer relationships, assist
marketing and sales teams, and manage projects. It can be used for various
tasks, paid for through permits, contracts, or premiums.

1.2.3 Peripheral Devices
Peripheral devices, such as headsets, speakers, and monitors, enhance user
interaction and accelerate operations. Affordable, frequent updates, and
easy inventory management make them ideal for IT resources, facilitated by
ITAM partners.

1.2.4 Network Assets
Network assets, including servers, routers, and firewalls, are crucial for
internet interaction and business profitability. Data protection is essential,



and IT asset management can guide individuals in understanding their
company’s network asset requirements.

1.3 Three Assets of Computer system
Hardware, software, and data are the three essential parts of a conventional
computer system. Although they are quite similar to the standard
components of the computer, these elements are not considered peripheral
devices because they do not store data and are dependent on the computer
system itself to operate.

1.3.1 Hardware Components
The physical components that the user may visibly observe encompass
personal computers, switches, hard drives, storage devices, and other
commodities. These elements serve as a conduit for information between
the user and the database or any other system components.

1.3.2 Software Components
Data from customers or users, as well as the operating system and execution
code, are always being stored by information technology. From now on, the
data that is kept in the system must also be safeguarded because it contains
important information.

1.4 Best Practices for Asset Protection

1.4.1 Regular Risk Assessments and Audits
It is insufficient to merely put security measures in place without continuing
management. Regular risk audits and assessments help firms anticipate



future difficulties and stay up to date on present dangers. Businesses may
identify weak points and improve their strategies by regularly checking
controls, guaranteeing they’re always one step ahead of possible dangers.

These days, digital assets and data are essential to any business. However,
they are always vulnerable to illegal access, tampering, theft, and
transmission, just like anything else of value. Such malevolent acts have the
potential to seriously impair future commercial opportunities in addition to
causing irreversible harm and damage to the corporation. Periodically
identifying new risk areas, confirming that existing risks found from earlier
events or risk exercises have been addressed, and outlining remedial action
plans are all part of cyber risk assessments. These simulations also assist in
identifying the kinds of assets that are most vulnerable to cyberattacks.
Although this might sound simple, doing cyber risk assessments can be
difficult, if not chaotic, particularly if security personnel lack a structure or
procedure to follow.

1.4.2 Employee Training and Awareness Programs
In connection with cybersecurity and data reliability, the employee’s details
would be regarded as the initial area of protection. To help them avoid risks,
every employee should consistently receive latest news and information
about the hazards and dangers encountered in the cybersecurity industry.
Regular training sessions and workshops should be held to benefit the staff
and assist them in turning their areas of weakness into effective defensive
resources.

1.4.3 Implementation of Multi-factor
Authentication (MFA)
Regarding any the authentication process, confidentiality of passwords
solely is inadequate to safeguard the information being stored. Multiple-
factor authorization is definitely crucial for optimal protection of



information. When data is safeguarded across numerous techniques, it
would be incredibly hard for intruders to access it.

1.4.4 Regular updates and Patch Management
Hackers typically aim to gain access to obsolete systems and software that
has vulnerabilities in order to steal data. Patch management combats the
aforementioned dangers, and these regions should be updated often. It’s
vitally important to stay on top of software vendor updates, particularly
when it comes to security fixes.

1.4.5 Backup and Recovery Plans
Even with rigorous data security and authentication procedures, disclosures
of information continue to occur. After such incidents, quick business
resumption is made possible by reliable recovery solutions. By using
automated robotic processes, recuperation is accelerated, downtime is
reduced, and financial effects are lessened.

1.5 Value of Assets
In general, an organization’s goals and objectives can be used to determine
the significance of its data the outcome of replacing them, which would
result in the loss of the data.

1.5.1 Asset Valuation Method
Transparency, reliability, and accessibility are the three aspects of security
which indicate how essential a resource or piece of data is to an
organization. Another important factor is the business that was carried over
because of the asset. The more one comprehends and realizes the finished



business requirements and operations, the more important the business is,
and the more important the assets are to the business’s growth.

1.5.2 Asset Valuation Model
The below figure, shows the asset value assessment paradigm. The value of
information assets is primarily determined by four indications: availability,
confidentiality, and integrity. The higher the standards for these indicators,
the higher the asset value. There are five levels for the three security
qualities of availability, confidentiality, and integrity: very high, high,
medium, low, and very low. The greater the level, the more the asset is
required to have this security attribute. The significance of the business may
be assessed from four perspectives: organization ranking, organization
level, scope, and the impact of the assets associated with the business on the
organization. The significance of the business is mostly represented in the
business itself.

Fig. 1: Assessment Paradigm



Asset Valuation Model:

Some of the variables which are taken into consideration while estimating
an asset’s value are listed below.

Tangibility: Determine if the asset is intangible, or corporeal.

Functionality: The resource’s function inside the company, including
whether or not systems that are vital are dependent upon it.

Stakeholder Perception: How stakeholders perceive an asset’s
significance to the mission or operations of the company.

Life Cycle Stage: Over the duration, the asset’s hazards along with its
worth may alter.

Security Attributes: The asset’s degree of accessibility, anonymity, and
reliability.

1.6 Vulnerabilities
Unsecured computing devices can be a source of vulnerability, allowing
hackers to compromise availability, confidentiality, and integrity.
Vulnerability management involves finding systems, prioritizing tasks,
scanning for attacks, and safeguarding against vulnerabilities. The Common
Vulnerability Scoring System (CVE) database contains around 20 million
vulnerabilities as of 2023. Vulnerability management aims to find solutions
to flaws, minimize risks, and accept risks that can be effectively avoided.
Admitting a vulnerability carries a significant risk of penetration, and its
lifespan ends when the system or previous iterations are no longer in use.

1.6.1 Vulnerability Causes
Commonly referred to as CVEs (Common Vulnerabilities and Exposures),
vulnerabilities are frequently brought on by out-of-date software that has



known security flaws. But they can also result from incorrect setups, weak
passwords, and inadequate or nonexistent encryption. Systems are
vulnerable to assaults and security lapses as a result of these problems.

Software and hardware imperfections can pose security threats, with
vulnerabilities posing a danger to security. Unpatched and undisclosed
vulnerabilities remain vulnerable to abuse. The true threat depends on the
vulnerability’s characteristics and the system’s worth. Serious
vulnerabilities allow attackers to inject malware without user knowledge,
gain additional privileges, and obtain connectivity. Ransomware can be
deployed directly without an exploit if used through social engineering or
malicious code.

After this time, public disclosure is essential for warning consumers and
stopping malicious actors from taking use of them. Internal audits and bug
bounties are essential methods for locating and fixing these weaknesses in
order to improve security.

Hackers are welcome to use simple passwords like “123456” or
“password.” They can quickly break them using brute-force techniques.
Strong passwords are essential, not simply a nice idea. An intricate
combination of characters, numbers, and symbols makes it far more
difficult for intruders to get in.

SQL injection attacks are similar to cunning hackers entering a website
through security holes. Attackers can get access to databases or even alter
them by inserting malicious SQL instructions into input areas, such as login
boxes. Although there is a significant risk, it may be avoided by making
sure user input is cleaned up and by use safe coding techniques, such as
prepared statements, to weed out any potentially harmful queries.

Envision someone utilizing bots to collect data from your website and then
exploiting that data to harm your company. In cross-site scraping assaults,
that is what occurs. It’s similar to having your priceless stuff taken without
your consent. This may be avoided by putting in place mechanisms to
identify and stop bots, such as rate-limiting or CAPTCHAs.
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